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The School of Risk Management, 

Insurance and Actuarial Science 

ÁUndergraduate/master degrees 

ÅActuarial Science 

ÅRisk Management and Insurance 

 

ÁWorldôs largest insurance library 

 

ÁCenter for the Study of Insurance Regulation 

 

ÁInternational Insurance Society 

ÅThe Insurance Hall of Fame 

School of Risk Management 

St. Johnôs University 

É 2017 W. Jean Kwon ï 3 

October 19, 2017 at the Havard Club, Manhattan 

The Research Network (20+ Research Centers Globally 



The School of Risk Management, 

Insurance and Actuarial Science 

ÁUsually affects an individual unit in society 

 

ÁPotential to become a catastrophic loss, affecting a group of 

the units that are 

ÅRelated as in a chain of production/service or as clients of a financial services 

institution 

ÅUnrelated but as users of a cyber-attacked communication hub  

 

ÁThreat caused by 

ÅA third party 

ÅAn internal person (for example, employee) 

Cyber Risk 
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The School of Risk Management, 

Insurance and Actuarial Science 

Global Risk 

Landscape 2016 
World Risk Forum 

Natural catastrophes 

Terrorist attacks 

Cyber attacks 

Man-made environmental 

catastrophes 

Data fraud/theft 
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The School of Risk Management, 

Insurance and Actuarial Science 

Most Likely Global Risks 2016: A Regional Perspective  

Global Risks Perception Survey (2015); quoted in World Economic Forum (2016) 
 

Cyber attacks (North America) Natural catastrophes (Japan) 
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The School of Risk Management, 

Insurance and Actuarial Science 

Who Gets Attacked the Most? 
Identity Theft Resource Center (2016) 

III (2016) and Identity Theft Resource Center III (2016) and Identity Theft Resource Center 

2015 Data Breaches by Business 
Category, by Number of Breaches 

Medical and Healthcare Records Were 
More Than Half of All Records Stolen 

Business 

312 

40% 

35% 

9% 

8% 
7% 

Medical/ 

Healthcare 

277 

Banking/ 

Credit/Financial 

71 

Govt./Military  

63 

Educational   

58 

68% 

19% 

9% 
3% 

Medical/ 

Healthcare 

121.6 MM 

Govt./ 

Military  

34.2 MM 

Banking/Credit/Financial 

5.1 MM 
Business 

16.2 MM 

Educational   

759,600 

0.4% 

Total may not equal 100% due to rounding. 
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The School of Risk Management, 

Insurance and Actuarial Science 

Who Gets Attacked the Most? 
Romanosky (2016) Using Advisen Data 

Romanosky (2016), Ȱ%ØÁÍÉÎÉÎÇ ÔÈÅ ÃÏÓÔÓ ÁÎÄ ÃÁÕÓÅÓ ÏÆ ÃÙÂÅÒ ÉÎÃÉÄÅÎÔÓȱȟ *ÏÕÒÎÁÌ ÏÆ #ÙÂÅÒÓÅÃÕÒÉÔÙȟ Τ ɉΤɊȡ 121-135. 
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The School of Risk Management, 

Insurance and Actuarial Science 

Economic Cost of Cyber Breaches 
Romanosky (2016) Using Advisen Data 

Romanosky (2016) and further refined by Swiss Re (2017). 
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The School of Risk Management, 

Insurance and Actuarial Science 

Data Protection and Privacy Laws 
UNCTAD Global Cyberlaw Tracker (December 2016) 

Figure by Swiss Re (2017). 
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The School of Risk Management, 

Insurance and Actuarial Science 

ÁGeneral Data Protection Regulation (GDPR, EU 2016/679) 

ÅCurrently in the transition period for regulated firms 

ÅExpected to be in place in May 2018 by replacing the Data Protection 

Directive (Directive 95/46/EC) 

ÅFines up to ú10 million or up to 2% (or up to ú20 million or up to 4% 

depending of the specific violation ) of the annual worldwide turnover of the 

preceding financial year in case of an enterprise, whichever is greater 

 

ÅDoes not cover the handling of personal data in the insurance industry 

Data Protection Laws 
The European Union 
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The School of Risk Management, 

Insurance and Actuarial Science 

ÁRobust cybersecurity program 

ÅAdequately funded and staffed, overseen by qualified management, and reported on 
periodically to the most senior governing body of the organization 

 

ÁRisk-based minimum standards for technology systems 

ÅAccess controls, data protection including encryption and penetration testing 

 

ÁRequired minimum standards to help address any cyber breaches 

Å Incident response plan, preservation of data to respond to such breaches and notice to 
NYDFS of material events, including the events experienced by third party vendors 

 

ÁAccountability 

Å Identification and documentation of material deficiencies, remediation plans and annual 
certifications of regulatory compliance to NY Department of Financial Services 

The United States 
New York Department of Financial Services - Cybersecurity Rule (2/2017) 
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The School of Risk Management, 

Insurance and Actuarial Science 

Cyber Insurance Markets 

$25Billion 
$50Billion 


